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Laboratory Exercise: Host Configuration (Linux)
Objectives

In this laboratory exercise you will complete thefollowing tasks:

* Check for IPv6 suppott in therunning kernd

* Manualy addfemove IPv6 addresses on Linux
* Usesone bagc IPv6 related tools

Visual Objective

The following figure shows the topology of the current laboratory. This
laboratory is similar with the one on the Windows XP configuration
module.

Linux/Windows Linux/Windows
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Figure 1: Scenario topology

Scenario

We are going to verify if IPv6 is enabled on our Operating System. We are
also going to make some basc IPv6 related configurations
Note that each PC hasa nunber (01E NN)

Task 1: Verify IPv6 support in your Linux

Complete thefollowing exercise® steps

Step 1: Check for IPv6 suppot in therunning kernel.
Moden Linux distributons already contain |Pv6!ready kernds, the IPv6
capability is generally compiled as a module. To check whether your current

running kernd suppots, or not, IPv6 the following file mug exist:
/proc/net/if_inet6

It's possible that the IPv6 module is not loaded automatically on startup. So,

verify tha themodule is running by listing the current loaded modules:
| snod | grep ipv6

Task 2: Display and identify existing IPv6 addresses
Complete thefollowing exercise® steps
Step 1: Check, if and which IPv6 addresses are aready configured

Runthefollowing commands

* jpcommand
ip 6 addr show dev <interface>

* jfconfi g command
ifconfig <interface>

e netstat command
netstat Binet6 -g

Step 2: Using the previous commands, identify the different types of IPv6
addresses

* Linklocal (Tip: Search for fe80::E)

*  multicast address

» validity of addresses
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Task 3: Using some | Pv6 related tools

Complete thefollowing exercise® steps

Step 1: Ping |Pv6 addresses
* PingthelPv6 localhod address (::1)
¢ Pingyourhod@link-local
¢ Pingyourhod@ multicast addresses (Tip: Usethe option - I in pi ngé
command)

Task 4: Add/Remove | Pv6 addr esses

Step 1: Manudly add an | Pv6 address
On your nework interface, add the following address:
2001DB8:CAFE:1111:NN (where NN isthe nunber of your PC)

Y ou can accomplish this task usng different methods

e Usingi p command (temporary address).
ip 6 addr add <ipv6address>/<prefixlength> dev <interface>

* Using i f confi g command (temporary address).
ifconfig <interface> inet6 add <i pv6address>/<prefi x| engt h>

* Editingthefile/et c/ network/interfaces andandthefollowing
lines:
iface ethO inet6 static
addr ess 2001: DB8: CAFE: 1111::1
net mask 64

Then you® need to restart your network /et ¢/ i ni t . d/ net wor ki ng
restart)

Step 2: Manudly remove an |Pv6 address
Removethe address created on the previousstep.
Y ou can accomplish this task usng different methods

* Usingi p command.
ip 6 addr del <ipv6address>/<prefixlength> dev <interface>

* Using i f confi g command.
ifconfig <interface> inet6 del <ipv6address>/<prefixlength>

« Usethismethodonly if youused asmilar methodin the previousstep.
Editing thefile /et c/ network/ i nterfaces andremovingthei net 6
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entries (then you® need to restart your network
letc/init.d/ networking restart)

Summary

After completing these exercises, you should be able to:
* Veifyif akernd suppotts IPv6
* Checkif thelPv6 moduleisloadel
* |dentify local addresses
* Manualy addftemowve |Pv6 addresses
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Appendix A

Kernel settings in /proc—filesystem

The virtud filesystem tha we call /proc contains lots of different data structures and
information gathered from the kernd at runime, and updaed whenever you try to list or
view the information. However, mog of the files available throughthe /proc filesystem
areonly available in read only mode, which meansthey can't be changed. Thisis because
they only supply uswith informationd daa

On the othe hand, al of the variables located in /prodsys (and the correspondent
subdirectories) are writable as well asreadable.

How to set variables

Theipsysctl variables may be set in two different ways which entails two totally different
methods The first one uses the /proc filesystem, which should come with any linux
ingallation as long as you have a kernd tha has /proc filesystem turned on. The other
way isviathesysct | application provided with mog distributionsper default these days.

Using cat and echo (/procfilesystem)
Usingcat andecho isthesmplest way to access the/proc filesystem

You need to have read and sometimes also write access (nomally root only) to the
/prod filesystem

* Retrievingavalue

Thevalue of an entry can beretrieved usng cat:
cat /proc/sys/net/ipv6/conf/all/forwarding
0

* Settingavalue

A new valuecan be set (if entry iswritable) usng“echo™
echo "1">/proc/sys/net/ipv6/conf/all/forwarding

Using sysct |
Usingthesysct | program to access the kernel switchesis a common method today.

* Retrievingavalue

Thevaueof an entry can beretrieved through:
sysctl net.ipv6.conf.all.forwarding
net.ipv6.conf.all.forwarding = 0

* Settingavalue
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A new valuecan beset (if entry iswritable):

# sysctl w net.ipv6.conf.all.forwarding=1
net.ipv6.conf.all.forwarding = 1

Note: Don't use spaces aroundthe "=" on setting values. Also on multiple values
per ling quoke them like e.g.

# sysctl wnet.ipv4.ip_local _port_range="32768 61000"
net.ipv4.ip_local _port_range = 32768 61000

Values
There areseveral formats seenin /proc! filegystem:
* BOOLEAN: simplea"0" (false) or a"1" (true)

* INTEGER: aninteger value canbe unsigned too more sophisticated lineswith several
values someimes a heacbr line is displayed also, if not, have a look into the kerrel
sourceto retrieve information about the mearing of each value...

In /prodsys/net/ipv6/E you can find plenty of IPv6 kernd paameters tha can be
configured at runtime.

Next you can find a small list of IPv6 related variables (Consult Documentationfip-

gysctl.txt to see all theexistent variables)
* use_tenpaddr - | NTEGER
Preference for Privacy Extensions (RFC3041).
<= 0 : disable Privacy Extensions
== 1 : enable Privacy Extensions, but prefer public
addresses over tenporary addresses.
> 1 : enable Privacy Extensions and prefer tenporary
addresses over public addresses.
Default: 0 (for nost devices)
-1 (for point-to-point devices and | oopback devices)

e dad_transmits - | NTEGER
The ampunt of Duplicate Address Detection probes to send.
Default: 1

* nmtu - | NTEGER
Def aul t Maxi mum Transfer Unit
Defaul t: 1280 (IPv6 required m ninmum

e router_solicitation_delay - |INTEGER
Nunmber of seconds to wait after interface is brought up
bef ore sendi ng Router Solicitations.

Default: 1

e router_solicitation_interval - |NTEGER
Nurmber of seconds to wait between Router Solicitations.
Default: 4

* router_solicitations - | NTEGER

Nunmber of Router Solicitations to send until assum ng no
routers are present.
Default: 3
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