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L aboratory Exercise: Services

Objectives
In this laboratory exercise you will complete thefollowing tasks:

*  Configure and run an IPv6 (virtual) web server
*  Configure and run an IPV6 fip server

® Test services with IPv6 clients (web, fip)

Visual Objective

Thefollowing figure shows thetopdogy of the current laboratory.
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Figure 1: Scenario topology
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Setup/Scenario

For this hands-on, you will work by binomial (server/workstation). In the
server, you will configure the services. The workstation will be used to
check that the services are running well. For this, you will install client
applications like web browsers, fip clients, etc.

The server and the workstation are running a Linux distribution.

For each PC, you will install the server and client applications.

Step 1 - Configure the following IPv6 address in your eth( interface and
update the DNS server according your addresses:

Group/PC IPv6 Address
1/1 2001DB8:CAFE:1111:0011/64
1/2 2001DB8:CAFE:1111:001264
E E
N/M 2001DB8:CAFE:1111:00NM/64

With: N groupID and M = 1 or 2 (PCs in the group)

Task 1: Server Configuration: Configure and launch a web
server (apache?)

* Step 1: Ingall apache2
~#apt-get install apache?2

* Step 2: In/etc/apache?/ directory, check tha thefile ports.confis not1Pv4
specific:
e.g: Listen 80

remark: With this configuration, theweb server will listen IPv4 and IPv6 addresses. If
you want tha web server only listen 1Pv6 addresses you have to specify theweb server
| Pv6 address in ports.conf:

e.g: Listen [2001db8 CAFE:1111 :nm]:80

* Step 3: Launch apache2 daemon:
/etc/apache2#apachelctl start

* Remark: Theconfiguration of IPv6 virtud hogsissimilar to IPv4 configuration:
In Jetc/apache2/sites-enabled/default file, you have to specify thelPv6 web
server address and updde the DNS server: Here is an example (TheDNS has to
be updaed: two names for the same server)
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NameVirtualHost [2001db8 CAFE:1111::nm]:80
NameVirtualHost 192.168.X.Y:80

<VirtualHost [2001DB8:CAFE:1111::nm]:80 192.168.x.y.:80>
ServerName webA-M.groupN.guadeloupe. 6diss.org
DocumentRoot /www/

</VirtualHost>

<VirtualHost [2001DB8:CAFE:1111:nm]:80 192.168.1.1:80>
ServerName webB-M.groupN.guadeloupe. 6diss.org
DocumentRoot /www/guadeloupe

</VirtualHost>

Task 2: Server Configuration: Configureand launch an FTP

server
* Step 1: Indall thelPv6 compliant FTP server Proftpd
~#apt-get install proftpd

e Step 2: Launch the FTP server
~# proftpd&

Task 10Workstation configuration: install and test a web
browser (parallel task with Task 1)

* Step 1: Download and indall aweb browser suppoting IPv6
Download and Ingall Firefox (http://www.mozlla.org/firefox/)

* Step2: Check tha you can reach theweb server in IPv6 (of your neighbol)
After havingindalled Firefox, try to access theweb server of your groupusng
IPv6 suppot. To dotha, you mug use this syntax:

http://[ 200:DB8:CAFE:1111:NM]

) Google - Mozilla Firefox
Fichier ~Edition Affichage Allerd Marque-pages Outils 2

;\ v L{ ) ~ @ @ http://[2001:db8:CAFE:1111::1]

The squae brackets avoid the confuson with the OOof protocol, address and the port
number.

* Step 3: Andyse with wireshark the packets and check tha the TCP connection on
port 80isove IPv6.
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* Step 4: Test that you can aslo access theweb server with 1Pv4 address
* Step 5: Modify theweb server configurationto only listen in the IPv6 address:
Listen [2001DB8:CAFE:1111:NM]:80

* Step 6: Check that you can only access theweb service with |Pv6 address.

Task 20Workstation configuration: install and test an FTP
client (paralle task with task 2)

* Step 1: Download andingall an IPv6 FTP client
e Download andingal Filezilla (http:/filezillasourceforgenet)
¢ Check tha IPv6 isenable:

fZ FileZilla version 2.2.25

File W18 Transfer View Queue Server Help

JIEETRE ¢ 0. o % R 2

Export settings...
Import settings...

FileZilla Options @

B Comecion a FileZilla

Firewall settings

Proxy settings Keep Alive Settings

FTP proxy settings Enable the Keep alive system

GSS support Send Keep Alive commands like "PWD", "REST 0", "TYPE A", "TYPE I"
Directory cache at random intervals between

Ident server

SFTP settings 15 | and |30 | seconds.

[=- File transfer settings

ASCII/Binary Timeout Detection

Speed Limit If zero bytes are transfered within seconds,

Compression assume that the connection timed out and disconnect.

[=)- Interface settings

Local file list — Retry Settings

Remote file list when disconnected from server during transfer, wait

Language

Miscellaneous E seconds between login attempts and try again up to E times.
v

Ple ccociniom ) oditie e —

Enable IPv6 support {(works only under Windows XP [ 2003 Server o@

l oK I Default password for anonymous logins: \ anon@ ‘
[ Cancel ]
[ Help ]

* Step2: Check tha you can reach theftp server in IPv6
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Try to access the FTP server of your groupusng IPv6 suppot. To do tha, you
mug use this syntax in theaddress box: [2001DB8:CAFE:1111:NM]

fZ FileZilla version 2.2.25

File Edit Transfer Yiew Queue Server Help

& H=QE BC 'R % ' Address: |:DBBCAFE1111:1] |

* Step 3: Use wireshark to andyse thel Pv6 requests and responses.

Summary

After completing these exercises, you should be able to:
*  Configure and run an IPv6 servers (web, fip)
* [Install and configure IPv6 client (ftp clients, web browsers)
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