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Laboratory Exercise: DNS

Objectives
In this laboratory exercise you will complete tloidwing tasks:

* Create a forward zone

» Create areverse zone

* Insert IPv6-related records

* Do some A and AAAA queries to the serve

Visual Objective

The following figure shows the topology of the @nt laboratory. This
laboratory is similar with the ones on the firsydlow we have a laptop,
performing as a DNS server.
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Figure 1. Scenario topology
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Setup
Check your IPv4 address using the command line.tHingé octet will be
your group’s number and also the VLAN number ydubeiusing for this
exercise. You can see that the VLAN = (router_numbelO) +
port_number.
Your IPv4 address is assigned by DHCPv4. VerifyryBQ's IPv6
address. Check if you have one manually configladdress on the
correct VLAN and with the host part equal to ::1@. with the following
format: 2001:DB8:CAFE/dan_number:: 10
If you don’t have one, please configure it. Thigasy IMPORTANT !!!
Check if you have IPv4 and IPv6 connectivity toDINS server.
Scenario

A laptop with Linux Fedora Core 5 is running BIND32. The DNS
server IPv4 address is sent to the different hessrouter's DHCPv4
server. The access to the DNS server (laptop)lewald via telnet (port
23) at the addresse®001:DB8:CAFE:38::5 or 192.168.38.5 using the
login/password: 6diss/6diss.

In the /var/named/ directory there are already files with IPv4 DNS, (A
PTR) records for all lab PCs. Trainees should ceetite relevant IPv6
DNS (AAAA, PTR) records. (Students should havec basiwledge of
BIND/DNS)

The DNS server is configured via tlegec/named.conf file. The “forward
or reverse-zone” files that contain the DNS entrage defined in the
/etc/named.conf via the following syntax:

Forward zone:
zone "quito.6diss.org" in {
type master;
file "quito.6diss.org.zone";

3

Rever se zone:
zone "0.168.192.in-addr.arpa” in {
type master;
file "192.168.0.zone ";

3
In order to add IPv6 DNS entries for PCs in VLAY, the zone file
vlanXY.quito.6diss.org.zone and the reverse-zone file
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YX.CAFE.DB8.2001.zone have to be created. (The/ditdnamed.conf
already contains the appropriate entries.)

zone "vlarXY.quito.6diss.org" in {

type master;
file "vlarXY.quito.6diss.org.zone";

3
zone 'Y.X.0.0.E.F.A.C.8.B.D.0.1.0.0.2.ip6.arpa" in {

type master;
file "XY.CAFE.DB8.2001.zone";

Task 1: Create an | Pv6 forward zone file and insert | Pv6 records
Complete the following exercise’s steps:
e Step 1: In/var/named/ directory create and populate the file correspahtte
your zone (vlaKY.quito.6diss.oryy For your host’s name uge. For example:
pc.vlan38.quito.6diss.or g (Tip: See configuration examples at the end of the deogm

* Step 2: Validate the zone file using the commarngred- checkzone

* Step 3: Restart DNS serveTip: In order to restart the DNS server, root priviegee
required. DNS will be restarted on-demand by thar)

e Step 4: Check DNS server logSip: grep named /var/| og/ messages)

* Step 5: Validate DNS queries using your lab PC. Do the sasieg the local
Linux server.

Task 2: Create an | Pv6 reverse zone file and insert | Pv6 records
Complete the following exercise’s steps:

* Step 1: In/var/named/ directory create and populate the file correspaohtte
your reverse zon&YiK.CAFE.DB8.200) As in the previous task uge for your
host’s name.T(ip: See configuration examples at the end of the deodm

* Step 2: Validate the zone file using the commarngred- checkzone
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* Step 3: Restart DNS serveTip: In order to restart the DNS server, root priviegee
required. DNS will be restarted on demand by thimér)

e Step 4: Check DNS server logSip: grep named /var/| og/ messages)

* Step 5: Validate DNS queries using your lab PC. Do the sasieg the local
linux server.

Summary

After completing these exercises, you should be &bl
e Create a forward zone
+ Create areverse zone
e Insert IPv6 related records

IPvBDISSemination and Exploitation

5/6



South AmericalVorkshop - Quito DNS
Appendix A
Examples BIND files
Forward-zonefile for workshop.org
wor kshop. org. I N SOA server.wor kshop.org. root.server.workshop.org. (
1 ; Serial
10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
604800 ; Expire after 1 week
86400 ) ; Mninmum TTL of 1 day
Nanme servers
(/\Drkshop. org. INNS server.workshop.org.
Host addresses
i ocal host . wor kshop. org. IN A 127.0.0.1
server. wor kshop. org. IN A 192. 168.38.5
pc28. wor kshop. or g. IN A 192.168. 28. 10
pcl8. wor kshop. org. IN A 192.168. 28. 10
Ml ti - honed hosts
Yrout er 1. wor kshop. or g. IN A 10.0.12.1
rout er 1. wor kshop. org. IN A 10.0.13.1
Al i ases
W I'N CNAME server
| Pv6 host addresses
i ocal host . wor kshop. org. I N AAAA 1
server. wor kshop. org. I N AAAA 2001: DB8: CAFE: 38: : 5
pc28. wor kshop. or g. I N AAAA 2001: DB8: CAFE: 28: : 10
pcl8. wor kshop. or g. I N AAAA 2001: DB8: CAFE: 18: : 10
Rever se-zonefile for workshop. or g
8.3.0.0.EEF.AC8.B.D0.1.0.0.2.ip6.arpa. IN SQOA server.workshop. org.
root.server.workshop.org. (
1 ; Serial
10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
604800 ; Expire after 1 week
86400 ) ; Mninmum TTL of 1 day
Nanme servers
é. 0.0.0.E.F.AC8B.D0.1.0.0.2.ip6.arpa. INNS server.workshop.org.
Addr esses point to canonical nane
b. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.2.0.0.EEF. A C.8.B.D.0.1.0.0. 2. i p6. ar pa. IN PTR
pc28. wor kshop. or g.
5.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.3.0.0.E.F. A C.8.B.D.0.1.0.0. 2. i p6. ar pa. IN PTR
server. wor kshop. org.
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